Abstract-We study block interleaving techniques for enhancing robustness against packet loss on wireless vision sensor networks. We evaluate three techniques: DSJ-AL interleaving, Turner and Peterson (TP) technique, and Torus Automorphisms (TA). Results in terms of image quality, obtained trough extensive simulations over monochromatic images, show the improvements provided by interleaving techniques in comparison with a sequential communication, with a slight favor to TA.
I. INTRODUCTION
Wireless Sensor Networks (WSNs) consist of a large number of small electronic devices with sensing, communication and processing capabilities [1] . Usually, their application fields relate to simple scalar measures such as temperature, pressure or humidity [2] , however, advances in microelectronics allow low cost capture and transmission of digital images, making possible Wireless Vision Sensor Networks (WVSNs) [3] . Such networks introduce a large number of open challenges, because the many problems present in traditional WSNs are increased by the use of more complex sensors (cameras) and the need to deal with the thousands of bytes composing digital images, with similar resource constraints.
From the many issues concerning WSNs, the problem of robustness against packet loss requires special attention. Indeed, in [4] , authors argue that packet losses are inherent in WSNs. Moreover, some real-world environments report loss rates surpassing the 70% of the transmitted packets [5] , thus error resilience is a critical issue.
Packet loss can occur due to many factors including channel errors, collisions and congestion. In WVSNs, these events, together with the vast amount of generated data (pixels), present problems to the communication process. Indeed, while to codify and communicate a single scalar measurement (such as temperature or presure) 2 or 3 bytes are largely enough, images are codified in thousand of bytes, grouped in hundreds of packets, which in case of getting lost adversely affect the quality of received images at the decoder side (more important, when image compression is applied), and their retransmission is power expensive.
Due to these statements, image transfer on WSNs requires communication techniques that maintain the quality of the obtained images, taking into account the problem of packet loss and traditional constraints of this kind of network. In some very constrained systems, traditional implementation of ACK or FEC-based methods is unsuitable because they require additional energy and time consumptions. Thus, it is important to evaluate alternative methods and adaptations of traditional techniques allowing more efficiently to deal with this issue.
A low-cost and effective solution for enhancing robustness of an image communication system is block interleaving. A block interleaving technique disrupts the traditional sequence of packetization-communication of an image blocks. It is based on the inherent spatial information redundancy of digital images. As neighboring blocks of pixels are sent in different data packets, there is a better probability of receiving neighboring blocks of a lost one, thus to count with enough information to estimate its value. In the literature, many works have adopted interleaving methods to increase robustness of a communication system but non of them compares these methods in a WVSNs context. Also, interleaving effectiveness seems to be assumed, and the evaluation of the robustness provided by the interleaving method is usually not rigorous. This paper addresses the problem of robustness in WVSNs evaluating various image interleaving methods found at the literature, addressing theoretical issues, and comparing them through extensive simulation, in terms of quality of the received images, with different testing parameters. The rest of this paper is organized as follows: Section II presents related works to the adoption and evaluation of image interleaving for robust image communication on WVSNs. Section III gives theoretical background on block interleaving, describing the selected block interleaving techniques studied in this work. Further analysis and parameters of evaluation for each technique are presented in Section IV. Simulation results are shown in Section V, presenting results for each method in terms of image quality for best parameter combinations found and results distributions associated to different result ranges. Finally, Section VI concludes this work.
II. RELATED WORKS
Various techniques can be adopted to allow reliability in a communication system. ARQ-based schemes can be adopted in order to ensure the reception of the packets sent by a camera source to the sink, at each hop in a path but this could be excessively expensive in terms of energy consumptions and delay. Energy savings can be achieved if a semi-reliable strategy is adopted [6] , but the number of retransmissions needed to ensure the arrival of high priority packets can lead to similar consequences of a full-reliable communication, if no other error resilient techniques is applied. Similar consequences may occur by the transmission of redundant packets. For example, in [7] , the problem of error probability in image transport is addressed by generating diverse copies of the same packet and transmitting them through diverse nodes in a cluster-based network. Copies are sent by a cluster head to various nodes, then, the copies are transmitted to the next cluster head towards the sink. Of course, if packets are lost, other copies could be received by the next cluster head. Such a technique ensures the reception of a good quantity of information packets at the decoder side, but the transmission of redundant packets and the required protocol complexity affects resource consumptions.
Multiple properties of digital images could be taken in advantage in order to provide resistant transport to communication errors in accordance with WVSNs specifications. In general, robust mechanisms proposed in the literature are based in the fact that, to many WVSNs applications, what is relevant is to obtain useful versions of the original images instead of lossless information. For example, the image communication scheme proposed in [8] takes advantage of this correlation. It is based on SPIHT coding of independent data blocks generated from parent-child relationships of wavelet coefficients. Each codified block generates an independent data stream, thus channel errors affect only the involved block of coefficients, reducing the impact of data loss.
In various works, inherent spatial correlation between blocks of pixels and their neighboring ones is exploited. In this paper, we address block interleaving as a technique for enhancing robustness of an image communication system. In the WVSNs context, work in [9] shows a chaotic interleaver based on a discretized Baker map. New coordinates for a block are calculated by an equation taking as parameters original indices and a secret key vector [n 1 , . . . , n k ] with n 1 + · · · + n k = N , N being the number of blocks in an image row). This related work is interesting because it is specially conceived for Zigbee-based WVSNs, however, the enormous quantity of possible parameters combinations (secret key) makes difficult its exhaustive evaluation, thus this technique was not considered in the scope of this paper. Future studies should consider this technique.
In [5] , a chaotic Torus Automorphisms is adopted to improve robustness against packet loss in a Cyclops/Mica2 network. Results show that improvements in the quality of the reconstructed images can be achieved in presence of high packet loss rates, without excessively increase resource consumptions. Same technique is applied in [10] for the case of images compressed in independent blocks of pixels. In this work we will evaluate three representative interleaving technique found in the literature.
III. BLOCK INTERLEAVING TECHNIQUES
Let us illustrate the effect of packet loss in the transmission of a digital image with the example in Figure 1 .
The captured image of Figure 1a is received with losses, obtaining the bitmap of Figure 1b . After applying an error concealment method (as those mentioned by [11] ) it is possible to obtain the reconstructed version of Figure 1c . Notably, the quality of the received image is greatly degraded. In cases where lost data packets are isolated a good reconstruction can be achieved (see, e.g., the half-bottom of the reconstructed image), but in places where big areas are lost (in some cases due to burst losses), reconstruction is impossible without appropriate codification at the source side. Block interleaving can be applied to mitigate packet loss effects. The principle of block interleaving is to transfer adjacent blocks of pixels in the original image (codified or not) into data packets as far as possible. The ideal situation is not finding two neighboring blocks from the original image in the same packet, so there is better probability of receiving neighboring blocks to a lost one (and thus, of better estimate the missing values). Virtually, an interleaving algorithm performs this task disrupting the bitmap of the original image, assigning different positions to adjacent pixels, and thus increasing the probability of transmitting in different packages, as illustrated in Figure 2 .
For a similar scenario of the illustrated in Figure 1 , the image in Figure 2a is sent through a non-reliable channel, but this time being interleaved first. The interleaved version of the original image is shown in Figure 2b . At the decoder side, interleaved bitmap suffers same packet loss of previous example, as shown in Figure 2c . After performing inverse interleaving (reallocation of blocks of pixels to the original position), we obtain the bitmap of Figure 2d . In this new map, missing information is noticeably better isolated, giving as a result (after the error concealment application), the approximate version of Figure 2e . This example illustrates the improvement allowed by a block interleaving in comparison with the sequential transmission case.
Of course, the obtained results will depend on the adopted interleaving technique. In the following, we explain and evaluate three interleaving methods applied in the literature for robust image communication.
A. Turner and Peterson (TP) interleaving
The encoding algorithm introduced by Turner and Peterson (TP) [11] consists into modify the original spatial positions of each pixel by two parameters. The first, byteOffset, specifies the distance between adjacent pixels (in the original image) into a single packet, i.e., it specifies the number of pixels not included between two pixels added to a packet. The second parameter, packetOffset, indicates the distance (in pixels) between the first elements of two adjacent packets, starting the generation of a new one packetOffset pixels after the first element of the previous packet, diminishing the effects of burst packet loss. In the paper, this method is not applied to WSNs, but given its simplicity, its implementation is perfectly possible to this kind of network. Then, for I(H × W ) images, I = {p 0 , p 1 , . . . , p H * W −1 }, where p corresponds to the pixels of I; the i-th packet P i , such that i ≥ 0, contains m elements, being Pi = {pj , . . . , pj+2 * ByteOffset, . . . , p j+(m−1) * ByteOffset }, with j = i * PacketOffset.
B. DSJ-AL interleaving method
As a part of the Dual Stream JPEG Adaptation Layer, DSJ-AL, method, Posnak et al. [12] incorporate an interleaving method in which, for an image of H × W blocks, two originally adjacent blocks are separated by a parameter step. This is performed as follows: Given a packetized block in coordinate (x i , y i ) (it is assumed that the first position is (0, 0)), the coordinate of the following block to be packetized, (x i+1 , y i+1 ), is calculated by using Equations 1 and 2.
Originally, this technique is applied to interleave codified blocks of pixels, but it can also be used to interleave individual non-codified blocks. For proper generation of new positions, it is indicated that, once the maximum number of rows (H) for x i+1 the next pixel to be assigned will be the following to the first on the current cycle. For example, assuming that the first coordinate in the current cycle is (0, 0), once x i+1 > H exceeds this amount, the coordinate generated for the next pixel should be (0, 1).
C. Torus Automorphims (TA) interleaving
Torus Automorphims (TA) are highly chaotic systems, that can be used as permutation functions in order to implement block interleaving. In this work, we evaluate Arnold's Cat map-based automorphisms applied in [5] . Given an image I of N × N blocks, and {x, y ∈ N / 0 ≤ x < N ∧ 0 ≤ y < N}, each pixel with coordinates (x, y) is stored in a new position (x , y ) calculated by Equation 3.
IV. FINDING EVALUATION PARAMETERS
An important topic in this work is to evaluate the performance of the selected interleaving methods. In image communication through WVSNs these techniques are used as a tactic to obtain robustness against losses, thus their performance is directly related to the quality of the resulting images at the receiver side. Specifically, the stated problem consists on the choice of one (or various) interleaving techniques and its parameters, so that the quality of the obtained images is within acceptable ranges. Due to the above, we study the behavior of the described techniques with multiple images and loss patterns, using the simulation framework Sim-LIT [13] . To assess conditions close to reality, 122 loss patterns obtained from real-world experiments (see full description in [5] ) and monochromatic (8bpp) 128×128 versions of the 44 test images found at [14] are used. The following subsections describe the adopted range of parameters used in our simulations.
A. TP method parameters
In TP, there is a large number of parameter combinations available for selection, making difficult the choice of good combinations. Moreover, when testing TP with arbitrary parameters, for some particular parameter combinations, coordinates generated by the algorithm are equal for various different pixels, overwriting the first ones.
In order to obtain a list of valid parameter combinations, we observe the reallocation of pixels in a 128 × 128 boolean matrix, initiated to False. Then, generating coordinates with TP technique, True values are assigned to each new generated position, labeling the combination of parameters as invalid if any overwriting occurs. This study is performed for combinations of parameters included in the ranges 0 ≤ ByteOffset < 16, 500 and 0 ≤ PacketOffset < 16500, using packet size of 27 bytes. Finished this evaluation, the amount of correct pairs is greater than 8300, being necessary to check the existence of identical interleaving patterns generated using different combinations of parameters. After eliminating equivalent combinations (parameters who through same interleaving patterns that other), valid pairs are decreased to 8192. We must note that pairs qualified as valid parameters are bounded by a value of 128 × 128, equivalent to the length of adopted images. From the previous study, we obtained a table with valid pairs within the specified range.
B. DSJ-AL interleaving parameters
In order to evaluate the behavior of DSJ-AL interleaving, we use a 128 × 128 image. Simulations varying its unique parameter step in the range [1, 17000] were performed, calculating the PSNR between the mixed and the original images. Infinity results (cases where resulting and original images are equal) are obtained for step = 1 and step ≥ 128 × 128.
Comparing the results with DSJ-AL behavior, we note coherence between them, because, for step = 1 there is no offset in the pixels, and for step ≥ 128 × 128 a greater distance between pixels to the total length of the image, is generated. This behavior generates unmixed images for step = 1 and for step ≥ (N × N ) images. In this way, the evaluation range is defined to 1 < step < (N × N ), N ∈ N, for a N × N image.
C. TA interleaving parameters
Because of the presence of two parameters (k and n), there is a great amount of combinations, making difficult to determine a parameter pair which generates good results. One aspect to consider is that the technique is based on toroids. This suggests that the results are generated in cycles, allowing narrow each parameter to a range. Generally speaking, it is expected that there is a maximum value k with its corresponding n value, that limits the results, reducing the amount of possible choices. Thus, the method used to define limits is based on Equation 3, where it is possible to note that the interleaved positions (x , y ) are determined by the matrix 1 1 k k + 1 n mod N . Indeed, when this matrix corresponds to the identity, it causes x = x and y = y, generating the same original image after interleaving. To determine the parameter values that enforce this condition, Equation 3 is evaluated for an arbitrary range of values (not considering n = 0), storing the first parameter n = T that generates the identity matrix, for each value of k in a bounded parameter list. This approach is carried out for images of size 128 × 128 pixels, evaluating the parameters for the range 0 ≤ k ≤ 300 y 1 ≤ n ≤ 300.
When analyzing the generated data, a pattern for T values when varying k is determined defined by T (k) = T (k + R × 128), with R ∈ N y 0 ≤ k ≤ 128. That is, the sequence of values of n that generate an original image for different values of k is repeated each 128 increments from this last one. Given this, it is possible to establish as limit for k the value 128 in images of 128 × 128 pixels. For the parameter n, it is detected that the values for which we obtain the same original images n = T are discrete (3, 4, 6, 12, 8, 16, 24, 32, 48, 64, 96, 128 ) and they have as superior limit 128, so that, for each value of k, in images of 128 × 128 pixels, an original bitmap is obtained, at least once, when n = 128.
After performing similar experiments with N = 32, N = 64 and N = 256, it is possible to affirm that for square images of N × N blocks, with N = 2
x / x ∈ N, the range of k values producing different interleaved patterns can be limited to 0 ≤ k ≤ N . Moreover, it is observed that the discretized nature of T is maintained, adding, or eliminating, values to the set of frequencies, for a given N . In this way, for N = 32, resulting T values are in the set F 32 = {3, 4, 6, 8, 12, 16, 24, 32}, for N = 64, F 64 = F 32 {48, 64}, for N = 128, F 128 = F 64 {96, 128} and for N = 256 they are given by the set F 256 = F 128 {192, 256}. Generalizing, to image interleavings with N = 2
x / x ∈ N, the set of frequencies for value T are limited by T = N and corresponds to the set
V. SIMULATION RESULTS
Once the range of different parameter combinations for evaluation is defined, we proceed to assess which configuration(s) allows generate better results when recovering a transmitted image, so we can count on the needed information to obtain the required results. For this, the following procedure is performed for each method, evaluating obtained results looking for the best parameters in each case.
A. Generic evaluation process
Using the described set of 44 images and 122 loss patterns, we simulate with Sim-LIT the transfer of each of the images for each of the available loss patterns, using for that interleaving methods with parameters combinations as described in Section IV (for H = W = N = 128), depending on the employed method. Average value of the correctly received neighboring pixels to a lost one was adopted as error concealment technique. between the resulting and the original images are obtained, for each simulation, assessing image quality for the different packet loss patterns and for the different configurations of the interleaving methods. We define a packet size of 27 bytes which corresponds to the default payload value of the Cyclops camera firmware. Once obtained these data, parameters providing the best results are evaluated. To this, the mean PSNR of the 44 reconstructed images is calculated for each simulation. In this way, a set of PSNR measures is obtained to measure the performance of each parameter combination under different channel conditions (loss patterns). Once the set of values that represents the different valid combinations of parameters is generated, it is necessary to compare their performance to determine a combination who gives the best results. To this, we adopted Polynomial interpolation (k:28, n:114) Polynomial interpolation (k:126, n:2) TAmax data (k:28, n:114) TAmin data (k:126, n:2) Fig. 3 . Results of the best and worst pair of parameters, using TA interleaving.
GNU Octave software, generating a curve representing the obtained points after simulation, adopting to that polynomial functions of degree 8, with function polyfit(). Thus, to determine the best pair of parameters the area under each curve is calculated, using functions polyout() to construct the polynomial function (using calculated coefficients with polyfit()), and quad() to calculate the defined integral in the range 1 to 90 (loss rates), determining the biggest area under each curve, and thus, the parameters generating the best results. We must note that this evaluation technique is not valid in every case, because it adopts an approximate representation method. However, the obtained results from this analysis are valid for most of the studied cases. To analyze the data produced after simulation in a generic manner, interpolated curves for each valid parameter are generated and the area under each of these is calculated. After that, the range of obtained areas is divided in 30 intervals and histograms are constructed with these data, showing the number of parameters for which areas are obtained within each group.
B. Parameter evaluation of Torus Automorphims
After performing the described procedure, the parameters providing a better value when calculating the integral of the interpolated curves are k = 28 and n = 114, obtaining an area under the curve of 2681. In the same way, parameters k = 126 and n = 2 generate the minimum area value being of 2194. In the graphics of Figure 3 , simulation data, along with interleaved curves for the best and worst parameters combinations is shown.
C. Parameter evaluation for DSJ-AL interleaving
DSJ-AL interleaving has a unique parameter, s. Following the procedure of Section V-A, it is obtained s = 92 as the best parameter, reaching a maximal area under the interpolated curve equal to 2657. Moreover, the minimal area is determined, reached by the interpolated curve calculated with parameter s = 15082, with a value of 2116. Graphics of Figure  4 shows simulation data, along with interleaved curves for the best and worst parameters combinations.
D. Parameter evaluation for TP method
TP method counts on two parameters, ByteOf f set y P acketOf f set. After applying the evaluation procedure, the pair giving the best results, measured through the calculation of the interpolated curve's integral, is ByteOf f set = 11727 and P acketOf f set = 5333, obtaining an area under the curve of 2683. On the other way, parameters generating the curve representing worst qualities are ByteOf f set = 10923 and P acketOffset = 9, reaching a respective area of 2216. Figure 5 shows the respective results.
E. Results comparison
To compare the evaluated interleaving methods and a sequential image transmission (without interleaving), Figure 6 shows all obtained data using the best parameters of each method and the data generated when a sequential (noninterleaved) communication is applied. From this, it is possible to say that the all evaluated interleaving techniques generate better average results than the sequential transmission, when packet loss rates surpass 15%. Below this value, all transmission strategies are quite similar. Regarding interleaving techniques, it is clear that generate similar results, however, there are differences over 40% of packet loss. Thus, for loss rates in the range between 40% and 80% TA generates slightly better results than their peers, however, TP method throw quite near results. Meanwhile, DSJ-AL is the one with a lower performance compared to other interleaving methods. Table  I summarizes the maximum, minimum, and mean of the areas under the interpolated curves.
Notably, these are the maximum for each of the technical values, so to generate a conclusion on the best performance is necessary to evaluate the above results as a whole. Histograms of Figure 7 show the different distributions of the quantities of parameters generating areas under the interpolated curves for the different defined intervals. From the results, we observe that the methods having a bigger quantity of parameters giving results near the maximum are TA and TP. In the case of DSJ-AL, the major quantity of results are near the minimum.
Comparing the best evaluated methods, we can say that TA stands out above TP, because its distribution throws a larger quantity of parameters giving areas near the maximum.
VI. CONCLUSION
The conclusions generated are defined based on image transfer simulations for different cases, considering the quality of the final image as evaluation metric, measured by PSNR. Analyzing the simulated results for each technique, their methods of operation, and better operating range parameters are determined in terms of the quality of the final image in the receiving node. As a result, we observe that all these methods give better results than the sequential transmission for a loss rate greater than 15%. Below this value the results of the final image qualities are very similar for all the evaluated cases. Regarding the difference between the interleaving algorithms, it is determined that gaps are generated in the final quality of the images transmitted with a packet loss superior to 40%. For the evaluation of TA is determined that the parameters that generate better quality in the final image correspond to k = 28 and n = 114, while for evaluation Turner and Peterson interleaving is determined that the parameters that generate better quality in the final image are byteOf f set = 11727 and packetOf f eset = 5333, considering as indicator the integral of the curve interpolated by a polynomial of degree 8 for each of the simulated data. For the evaluation of DSJ-AL interleaving results show that the best performing parameter in terms of the quality of the final image is s = 92, based on the same study generated for the above methods. Generally, after comparing the number of parameter combinations that generate near maximum delivered by each best result for the methods studied and compare the interpolated curves generated for each combination of them better results, it is determined that TA interleaving maintains the best performance images for different channel states, being nearly followed by TP interleaving.
